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Summary
The purpose of this research is to 
compare two database insider attack 
monitoring approaches that use page 
rank algorithms: PageRank and 
Weighted PageRank. By calculating the 
weight of queries, we predict the users’ 
pattern in the database system.
Problem Statement
Which approach is better to monitor 
insider attacks from users who can 
access database systems with legitimate 
access controls between using 
PageRank and Weighted PageRank 
algorithms?
Comparison Criteria
Evaluation and Conclusion
Consequently, Since the PageRank 
algorithm only takes the number of 
out-links as a factor while the WPR 
algorithm takes number of both in-
links and out-links, we have the 
different value of the weight of 
queries.
Approach
By using both PR and WPR algorithm, we 
calculate the weight of queries and 
distributes rank scores based on the 
popularity of the queries. Our case study 
shows that two algorithms brought 
different outcomes to our query rank 
based database insider attack monitoring. 
From the value of the weight of queries, 
we are able to select suspicious queries 
that will not occur regularly on the 
database system. Based on both the PR 
and the WPR algorithm, we are able to 
extract monitoring information from users’ 
past behavior on the database system.
Calculation using RStudio
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Nowadays, an average attacker takes 
less than ten seconds to hack information 
systems. Specially, the insider attacks 
that any malicious attack on the database 
systems performed by an entrusted group 
of people having authorized access are 
more dangerous than the outsider attacks 
since it has more entry points of malicious 
attacks than ones from outsider attacks.
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Future Works
Case 1
Case 2
• Applying both algorithms to the 
database system.
• Visualization of the query weight by 
using Rstuido.
• Defining the Query Transition 
Probability Matrix K as
• Building the Query Rank          
Probability Matrix M as
• We assume that all queries 
are ranked equally at the 
beginning.
• The weight of link(v,u) 
calculated based on the 
number of in-links.
• The weight of link(v,u) 
calculated based on the 
number of out-links.
• Page A has two reference 
pages p1 and p2. The inlinks
of p1 is 2 and p2 is 1, outlinks
of p1 is 2 and p2 is 3
• The original PageRank 
formula is modified as
